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ABSTRACT

The recognition system of autonomous driving and robot navigation performs vision work such as object recognition,
tracking, and lane detection after multi-sensor fusion to improve performance. Currently, research on a deep learning model
based on the fusion of a camera and a lidar sensor is being actively conducted. However, deep learning models are
vulnerable to adversarial attacks through modulation of input data. Attacks on the existing multi-sensor-based autonomous
driving recognition system are focused on inducing obstacle detection by lowering the confidence score of the object
recognition model.However, there is a limitation that an attack is possible only in the target model. In the case of attacks
on the sensor fusion stage, errors in vision work after fusion can be cascaded, and this risk needs to be considered. In
addition, an attack on LIDAR’s point cloud data, which is difficult to judge visually, makes it difficult to determine whether
it is an attack. In this study, image scaling-based camera-lidar We propose an attack method that reduces the accuracy of
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LCCNet, a fusion model (camera-LiDAR calibration model). The proposed method is to perform a scaling attack on the

point of the input lidar. As a result of conducting an attack performance experiment by size with a scaling algorithm, an

average of more than 77% of fusion errors were caused.

Keywords: Multi-Sensor Fusion, Camera-LiDAR Calibration model, Downscaling, Autonomous Driving
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/ camera-LiDAR
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Fig. 5. The workflow of our proposed scaling attack method for misalignment error of camera-LiDAR

calibration model.
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Table 1. An Example scaling attacked KITT|I odometry dataset image with LiDAR point cloud by scaling
algorithm and size.

nearest bilinear bicubic lanczos4

24
e oY i

Table 2. The result of the calibtration error for attacked KITTlI Odometry Dataset

non-

E E
sitack ) 0.191 o 0.006

nearest bilinear bicubic lanczos4 mean
Scale | p By K By K B, g By K By
Size
(10, 0.212 | 0.127
20) 0.141 | 0.102 | 0.294 | 0.148 | 0.164 | 0.128 | 0.247 | 0.131 | 505 +0.121)
(60, 0.741 | 0.196
90) 0.254 | 0.203 | 1.256 | 0.200 | 0.717 | 0.192 | 0.737 | 0.188 | ’3's500|(+0.190)
(100, 3.211 | 0.320
150y | 2418 | 0228 | 3786 | 0323 | 3.337 | 0.404 | 3.302 | 0.325 | e%ho0)( 45 314)
(258, 36.323 | 2.179
orp) | B840 | 0.311 | 19.204 | 1.202 | 8.078 | 0.292 | 8.457 | 0284 |Yps"im) 5 {73
e | 2163 [ 0.211 | 6.135 [ 0.491 | 3.074 | 0.254 | 3.186 | 0.232

(+1.972)[(+0.205) | (+5.944)|(+0.485) | (+2.883)|(+0.248) | (+2.995)|(+0.226)

Table 3. The result of the calibtration error for attacked NuScenes Dataset

non-

E E
sttack : 1.611 o 0.365

nearest bilinear bicubic lanczos4 mean
Scale |\ p E, E E, E E, E Ey E Ey
Size
(10, 1.758 | 0.370
20) 1.808 | 0.369 | 1.722 | 0.371 | 1.860 | 0.369 | 1.641 | 0.368 | ,i'747|(+0 004)
(60, 2.243 | 0.371
90) 1.886 | 0.370 | 2.590 | 0.371 | 2.291 | 0.371 | 2.203 | 0.370 | {3552 +0 005)
(100, 3.6569 | 0.371
150) 3129 | 0.371 | 3.808 | 0.371 | 3.622 | 0.370 | 3.716 | 0.370 | 5°gea)l 5 005)
(256, 23.494 | 0.369
512) 13.970 | 0.369 | 33.223 | 0.369 | 23.960 | 0.369 | 22.822 | 0.369 |({55 5a%)|(+0 004)
ean | B-198 | 0370 | 10.336 | 0.370 | 7.933 | 0.370 | 7.596 | 0.369

(+3.587)|(+0.005)|(+8.725)|(+0.006)|(+6.322)|(+0.005)|(+5.985)|(+0.004)
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